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IRSTI: 81.93.29
A.Zh. Karipzhanova

L.N.Gumilyov Furasian National University, Nur-Sultan, Kazakhstan
(E-mail: kamilakz2001@mail.ru)

Testing of Information Storage System Using Multidimensional Parity Algorithms
Resistant to Partial Loss of Storage Locations

Abstract: The data of testing the distributed storage system with data splitting approved
in the internal network of the organization are given. One of the main parameters of the tested
distributed storage system is the splitting level, which is responsible for the parity dimension
generated in the splitting process. In the course of tests, in which the levels of splitting gradually
increased, the optimal value for the information network of the organization was established.
With the increase in the level of splitting and the associated parity dimension, the resistance to
losses of split parts of files distributed among the nodes involved in storing information increases.
At the same time, with the increase in the level of splitting, the time of information processing
in the system also increases. Testing has shown that the most optimal levels of splitting are
the levels from the second to the third, at which there is a reasonable compromise between
the reliability of storage and latency of the system. At these levels, up to 33% of nodes are
guaranteed to recover files 100% in case of failure, and the probability of information loss was
0.07 in the case of 44% of nodes failure. The most relevant distributed storage of information
with data splitting for large volumes that require the use of multiple storage locations in which
it is known that virtually the only method to achieve reliability is multiple redundancy and
replication (Hadoop FS, ZFS). The described storage method, having less redundancy with
comparable reliability, can be recommended for use in Big Data systems.

Keywords: distributed storage, information, security, database, internal network.

The object of the study is a system of distributed information storage using
split /reconstruction codes that are resistant to a partial loss of storage locations [1]. Nowa-
days the basic problem is no other alternative than multiple backups Traditional RAID arrays
are too expensive and do not provide the required storage reliability in these conditions. A
common RAID 5, for example, goes into the rebuild state when one disk fails when intensive
reading starts from all the disks in the array to recover data from the failed disk. If the disk
size was around several gigabytes, this did not cause problems, then with the increase in disk
size to terabytes, the process can take a considerable time during this time any failure of one
more disk leads to a complete loss of all data. Reliability problems with standard RAID arrays
force us to use more complex RAID configurations with a combination of various schemes, such
as RAID 6, apply additional mirroring, etc. leading to a rise in price. Commercial proprietary
RAID variants are known, such as HP EVA with its v RAID technology, RAID m + n using
Reed-Solomon erasers, etc.

The growing volume of information in almost all areas of activity is forcing you to increase
server capacity, use the services of specialized data centers or equip your expensive storage and
server platforms. Existing data storage solutions rely on a cumbersome infrastructure that re-
quires expensive maintenance and highly qualified personnel. Multiple back-ups (replication) of
data leads to huge material costs. The method of organizing distributed databases with splitting
used by us [2] should help to reduce material costs, without requiring dedicated specialized file
servers or separate server platforms, effectively utilizing the available resources of ordinary office
computers connected by the enterprise’s local network.

The system is based on the concept of distributed storage of information not in specialized
storage facilities, but on computers in the company’s internal network in the form of a virtual
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file server or, in terms of modern abstractions, an internal corporate cloud. This is a new
approach in the field of cloud storage and cloud computing, which has no close analogs in the
world of information technology [1]. In this technology, a class of algorithms splits data into a
large number of small files that are distributed across storage nodes in the network. Additionally,
redundant data is generated by algorithms for multi-dimensional parity that allows you to restore
the partial loss of the split parts.

The split data does not contain any meaningful content and therefore can be stored in any
accessible places without the risk of unauthorized access. Even after collecting all parts of the
split data, it is not possible to access them without knowing how to split it. The splitting
algorithm can use an infinite number of different ways and therefore only the owner/creator of
the information or the person to whom it was provided has access to the data.

We tested the reliability of information storage using this technology during testing of a
software prototype of a local cloud that uses distributed data storage with data splitting. As
the platform used the internal computer network of the Kazakh Humanitarian Law Innovative
University (KazGUIU) Semey. The software product is created in the C# programming language
of the .Net platform (Dot Net). It implements the storage principle using algorithms for splitting
/ reconstructing storage locations that are resistant to partial loss.

The distributed computing model is not new in the IT industry [3]. In the days of the first
computers, this model was considered the most promising direction for increasing the resource
capacity of the computer system. But, at the time, with a sharp rise in the capacity of local
computers, the distributed computing model lost its relevance and remained a narrow special-
ized field of supercomputers. With the growth of data transfer rates, it became possible to
combine resources not only of local devices with an internal specialized hardware bus but also
of distributed network nodes using standard Protocol stacks. This stimulated the creation of
new algorithms and ideas in the field of distributed computing — resource allocation model in a
network is becoming increasingly popular [4].

In addition to the high reliability of distributed data storage, the fundamental difference
also lies in the ability to implement a non-contradictory and relevant security model of stored
and processed data with a high degree of protection against external intrusion [5]. First, the
distributed storage system with data splitting allows you to exclude unauthorized access to
information. Split data itself does not carry meaningful information. The second aspect is that
the split/restore configuration can be configured to ensure that data is restored using only a
portion of the split data, that is, it is possible to provide resistance to a sudden loss of storage
locations.

Local cloud Data Cloud is distributed data storage in a local network consisting of network
nodes that accept data for storage, in the form of Node software and the system client, in the
form of Client software.

Node is the Data Cloud node software that is installed on computers in the enterprise’s local
network. Nodes interact with each other by updating information about the cloud user database
and notifying neighbors of changes in the node composition. This ensures transparent scalability
of the system.

The software itself works as a Windows service and has a configuration file that configures the
main properties and mode of operation. In particular, the IP addresses of neighboring nodes,
the listening port, and the database file of authorized users of the system are specified.

The main task of the Node software is to accept files from the Client program, which is the
Data Cloud client software that is installed on user computers. In this version, the program
itself for working with cloud files is called Cloud Explorer, similar to the Windows Explorer
used in Windows for working with files on a computer.

The current version of the Data Cloud uses virtual authorization as a single "root" user, with
the creation of individual privacy keys for each client of the system separately.

The system is designed in such a way that all the main part of the functionality that ensures
the privacy of stored data and resistance to mass file losses on nodes is implemented exclusively
in the client software.
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In the current version, the data access mode is implemented for individual keys generated by
the splitting module, used in a single place, namely at the time of receiving/transmitting data
by the client to nodes [6]. Thus, data cannot be accessed outside of a client application with an
initialized user key, and it is stored in a split, unreadable form in the cloud. Figure 1 shows the
authorization process in the cloud.

! User Interface (UI)

FiGURE 1 — Authorization process in the cloud

Access keys can be placed both on the desktop computer and a portable storage device, such
as USB Flash.

It is possible to copy and/or transfer access keys to any computer or the user’s flash drive, thus
providing different levels of privacy and confidentiality when handling data stored in the cloud.
Figure 2 provides a functional diagram of how Cloud Explorer works-a generalized flowchart of
how Cloud Explorer works.

For testing, the Data Cloud storage system was installed in KazGUIU on 44 computer com-
plexes, United in a single local network Fast Ethernet 100BASE-T with a bandwidth of up to
100 MB / sec.

On the complexes of this test platform, at the first stage, the test was conducted to determine
the optimal level of splitting according to the level scale set in the system. In the used splitting
algorithm, the probability of losing split files decreases as the level increases. At the same
time, as the level of splitting increases, the number of reading operations from the network also
increases, because the number of split parts for the reverse reconstruction of data increases,
which leads to an increase in the time to receive data. The goal of the test is to achieve a
reasonable compromise between performance and reliability of storage, depending on the level
of splitting.

Files were loaded / uploaded in DataCloud with a size of 100 MB with a gradual increase in
the level of splitting in tests

Figure 3 shows how the data processing time gradually increases with increasing splitting
levels, and at the 6th level, it is 42.7 seconds. The graph shows that the most optimal use of
levels up to the 4th, after which the time for loading/unloading information in the system begins
to grow dramatically.

Taking into account the characteristics of the hardware and software of KazGUIU and ac-
cording to the conducted testing, the 3rd level of splitting is optimal.2

At the second stage of testing the distributed information storage system, the reliability of
storage with emulation and disabling of the used nodes of the KAZGUIU local network was
evaluated. For the tests, a cluster of 9 computers using the second level of splitting was formed.
The computers did not have specially selected characteristics and were standard office computers
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Ficure 3 — Split level testing schedule (100 MB processing)

of the computer class, which simultaneously served as both a client computer with the Client —
Data Explorer software and a data Cloud node with the Windows — Node service running.

Tests were worked out consistently:

Test 1. Loading / unloading arbitrary files.

The overall latency of the system is evaluated, as well as the detection of possible unpredictable
deviations in performance from file characteristics such as size, type, tasks running in parallel
on the computer, etc.

Test 2. Loading/unloading of "normal" files used in everyday document management,
which make up the bulk of data that requires reliable storage-files up to 10 MB in size,
exe/rar/zip/doc/xls/ppt/jpg/mp3 formats.

The purpose of the test is to detect file corruption during storage and multiple write/read
processes.

Test 3. Measuring the download time of 10 MB files.
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The purpose of the test is to determine the average write latency of the system for typical
application scenarios.

Test 4. Measuring the build time of a 10 MB file from split parts received from the system.

The purpose of the test is to determine the average latency of the system for reading in typical
application scenarios.

Test 5. Measuring the download time of 50 MB files.

The purpose of the test is to get a dependency on the write speed to the system with increasing
file size.

Test 6. Measuring the build time of a 50 MB file from split parts received from the system.

The purpose of the test is to get a dependency on the speed of reading from the system with
increasing file size.

Test 7. Measuring the download time of 100 MB files. track the time when a file is uploaded
to the program.

The purpose of the test is to get a dependency on the write speed to the system with an
increasing file size

Test 8. Measuring the build time of a 100 MB file from split parts received from the system.

The purpose of the test is to get a dependency on the speed of reading from the system with
increasing file size.

Test 9. Running test #2 in the condition of a partial shutdown of nodes involved in writing
and storing files (Data Cloud). Based on the results of reading, a table of successful outcomes
is compiled, depending on the number of idle nodes.

The purpose of the test is to get the dependence of storage reliability on the failures of cloud
nodes.

Test 10. Running test #2 with files of 50 MB in the condition of partial disconnection of
nodes involved in writing and storing files (Data Cloud). Based on the results of reading, a table
of successful outcomes is compiled, depending on the number of idle nodes.

The purpose of the test is to get the dependence of storage reliability on the failures of cloud
nodes.

Test 11. Running test #2 with files of 100 MB in the condition of partial disconnection of
nodes involved in writing and storing files (Data Cloud). Based on the results of reading, a table
of successful outcomes is compiled, depending on the number of idle nodes.

The purpose of the test is to get the dependence of storage reliability on the failures of cloud
nodes.

According to the listed tests, the reliability of the distributed data storage system with data
splitting in KAZGUIU divisions was checked. Tests have shown that the stability of work
depends little on the computational workload of jobs (this was shown by all tests 1-11) and
depends mainly on the speed of the disk subsystem of jobs and, to the greatest extent, on the
quality of the local network (tests 1-2). Local network quality refers to the quality of connections
in the cable subsystem, and the stability of intermediate and shared hubs and / or switches.

Multiple tests (tests 3-8) in different network conditions allowed us to conclude that the vari-
ations in download /upload speeds are mainly due to fragmentary and statistically unpredictable
jumps in connection speeds in the local network.

The average probability of file recovery depending on the loss of storage locations (sample
size — more than 300 tests) is displayed on the graph of the probability of file loss (Figure 4).

, 3
ITT 222 333 444 550 6.7 percentage of disabled compliers'

FiGURE 4 — Average probability of file recovery depending on lost storage locations
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The results obtained are consistent with the theoretical model of two-dimensional parity.

Let’s denote a fatal combination of losses DLX™ when the original file cannot be restored
on failure k storage locations fromn. For example, for a two-dimensional matrix, if 4 storage
locations out of 9 are lost, the list of fatal combinations will look like DL*9 .

The loss of four blocks has no options if the coordinates of the failed storage locations are
located at the vertices of a two-dimensional matrix in such a way that paired losses are formed
for overlapping file coordinates.

For each combination of 2 out of 3, there will be 2 combinations of 2 out of 3. Total combi-
nations DL*? = (C§)2 =9 (the total number of possible combinations for k places from n is
equal to combinations n for k).

[Ipemnooxkum, 4TO CiydailubiM obpa3oM orkasbiBaioT 4 aucka u3 9. Kakoa BeposaTHOCTD,
9TO MBI MOJIYYIUM IIPU ITOM KOMOWHAITIIO DL*? , BEJIYIIYIO K TIOTepe JAHHBIX ]

Bepositnocts Q%Y morepu JAHHBIX 1IPU OTKA3€ YeTHIPEX MECT XPaHEHMUSI:

Let’s assume that 4 disks out of 9 fail randomly. What is the probability that we will get a
combination of DL%*? | leading to data loss?

Probability of Q*° data loss when four storage locations fail:

DL*? 9 9
QY9 — - R T v 0,0714 (1)
(n—m)!m! (9—4)'4!

Now let’s assume that 5 disks fail randomly. The probability that we will get a combination
of DL leading to data loss will be:

number DL5® 45 45
Q> = — = — —— =10,3571 (2)

(n—m)!m! (9-5)!5! 126

Bepositnocts Q%7 Q7?, Q%°, Q% morepu manHbIX mpH moTepe 0T 6 MECT XPAHEHHS I BBIIIE
pasaa 1,0. T.e. Takme morepu MecT XpaHEHUsS BOCCTAHOBATH HEBO3MOXKHO U OHH ABJistioTcs 100%-
HO (baTabHBIMHU.

Hcmonb3yst craTuCTHIeCKyIO MOIEb BEPOSTHOCTH OTKA30B MOYXKHO YTBEPXKIATh, UYTO YacTOTa
OTKa3a A B MACCHUBE M3 M Y3JIOB YBEJMUIUBAETCS, IPAKTHYECKH, [POIOPIUOHAIBLHO B 7 pas.
BepositHOCTD 0TKa3a (Q4er JAUCKA B TEUYEHHE BPpEMEHM t OyIer:

The probability of Q%?, Q°, @87, Q%Y data loss when losing 6 storage locations or higher
is 1.0. That is, such losses of storage locations cannot be restored and they are 100% fatal.

Using a statistical model of the probability of failures, we can say that the failure rate A in
an array of n nodes increases, almost proportionally, by n times. The probability of failure Of
the Qgey disk during time t will be:

Qdev =1- e_)\t7 (3)

For an array of n nodes, the probability of failure is @7, will be

noo=1—e ™, (4)

arr

In this case, we are interested in the probability of simultaneous failure of k£ disks from mn.
In such failures, you can only lose a file in a fatal DLk,n. This means that we have a joint
probability of failure of k£ nodes from n with the probability of Qk,n occurrence of a fatal
scenario. Considering the probability of failure of k£ nodes as both random and independent
events, we get the probability of data loss:

k

Qi = QM - (Qhr) (5)

We give an approximate estimate of the probability of data loss under the assumption that
the node failure is related to the failure of the computer’s hard disk, which is, in fact, the only
node subject to mechanical wear and has a measurable reliability resource. Typical reliability
parameters of a low-cost mass hard disk used in standard office computers are at least MTBF ?
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800 thousand hours (Mean Time Between Failures — the time between failures or time between
failures).
Then the probability of a disk failure within a year:

Qaew =1 — €M =1—¢ 50000 20,0109 (6)
where A\ = 1/MTBF, and ¢t = 1 year (8760 hours)with a probability of failure within a year,
respectively,1, 09%.
The probability of a disk failure within a year in a cluster of 9 nodes will be 9,38%:
Qe =1 — e =1 — ¢ 950 00 20,0938 (7)
The probability of getting a fatal failure scenario of 4 nodes will be 0,00055273%:

QY = QM- (Q2,)" 20,0714 (0,0938)* = 55273 - 10~ (8)

arr arr

The probability of a fatal failure scenario of 5 nodes will be 0,0002593%:

=0 (Q) )5 >~ (),3571 - (0,0938)° = 2,5930 - 1075 (9)

arr arr

Storage redundancy is determined by the ratio of original files to the total number of files,
along with redundancy. In multidimensional parity redundancy technology R = (3/2)" , wheren
— the dimension of the parity.

For systems with two-dimensional parity, R = 2.25, which is almost equivalent to double
replication or mirroring. The probability of failure of systems with mirroring to two storage
locations will be equal to the probability of failure of two places at the same time. Taking into
account the formula for the probability of failure of storage locations in the array and considering
the failure events independent and joint, we get the probability of failure 2,166%:

2
Quirror = (1= )" = (1= 770 )~ 0,02166, (10)

In the tested storage system with two-dimensional parity technology, with comparable redun-
dancy, we get the probability of failure from 0,00055273% to 0,0002593%.

As a result of testing the distributed data storage system with data splitting, the system
features were found that:

1) the speed of uploading data from the system to the computer is close to the theoretical
bandwidth and has a small spread in values;

2) the speed of uploading a file to the system is sensitive to the quality of connections and,
often, when the quality of connections is poor and unstable, it shows a strong spread over time.
In some cases, there was a variation of 5-7 times, compared to the time of unloading. This
feature in the behavior of the system to loading/unloading operations can be explained by the
difference in the algorithm of giving the file to storage, in contrast to the download operation
from storage. In our distributed storage system with data splitting, upload — transfer to storage.
The client program, after receiving a list of system nodes, establishes a connection with them
and tries to store parts of the split file. The algorithm of the data transfer process is designed
to ensure the transfer of all available files, and therefore, if the connection is unstable, it causes
repeated receive/to transmit sessions. Upload — retrieves a file from a set of nodes. The client
program, after receiving the list of nodes, establishes a connection with them and requests the
split parts of the file. The algorithm of the data acquisition process is designed in such a way
that in the process of receiving the requested parts, if it is found that the received parts are
already enough to build the required file, the program immediately begins to restore the file on
the computer, without waiting for the other parts to be received.

Step-by-step testing of the reliability and security of the information storage system based
on distributed storage technology with data splitting showed that reducing the level of splitting
increases the threshold for possible data losses and increasing the level of splitting leads to
an increase in data processing time. During the test, which gradually increased the levels
of splitting at the same load on nodes, the optimal level of splitting was established for the
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KAZGUIU information network,there is a reasonable compromise between the reliability and
security of data storage and comfortable performancein the testwhereworking with standard
documents and files of the organization in real-time.

Thus, it is established that the system of distributed information storage with data splitting,
which implements a new approach in the field of data storage. It is an economical and reliable
way to store personal and corporate information.
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A.2K. Kapun»xaHoBa
JI.H. lymunes amovindaev, Bypasus yammows yrusepcumemsi, Hyp-Cyaman, Kasaxcman

CakTay OpbIHAAPBIHBIH, illIiHApa >KOFaJIybIHA TO3iMAi KOIl eJieM/i >KYITHIK, aJIrOPUTMAEPiH KoJJaHa
OTBIPBII, aKNapaTThl CAKTAaY >KYIHeciH Tecrijiey

AnHOTauMsA: ¥HBIMHBIH IIIKi YKeJTiCiH/Ie ChBIHAKTAH OTKEH JIePEKTEP/Ii bIAbIpATa OTHIPBII, TAPATBIIFaH CAKTay *KYyiHeciHin
TecTisiey mepekTepi kKesripiseni. TecrisieHeTiH TapaTbLUIFaH cakTay »KyHeciHiH bIIbIpay IPOIECIH/IE I'eHepaIUsIaHATbIH
JKYNTBIKTBIH ©JIIIEMiHe »Kayall OepeTiH blabIpay JeHreii Herisri nmapamerpsiepinid 6ipi Goabin TabbLIaabl. bBipringen
BIABIPAY JAEHreii yiraiiran TecTijsiey 6apbIChIHIA YABIMHBIH aKIapaTTHIK »KeJIiCi YIIiH OHTaiIbl MoH OpHAaThUIAbLI. blabipay
JeHreilinig >KoHe OraH OalJIaHBICTBI >KYITBUIBIK OJINIEMIiHIH YJIFAlObIMEH aKIapaTThl CaKTayfa KaTbICATBIH TOPAaITap
OoitbiHIna OestinreH ailgapaply bIAbIPATHUIFAH OOIIKTEePiHiH XKOFaryblHa TO3IMIALIIK apTajbl. COHBIMEH KaTap, bIAbIPAY
JleHrelliHiH yJIFalobIMeH, Kylie/le aKIapaTThl ©HJEYy YaKbIThI jJa apTajpl. TecTisey bIIbIpay/iblH €H OHTAMJIbI JeHreityiepi
JKYHEHIH CaKTaJly CEeHIM/IIIr MeH JIaTeHTTLIIrl apachblHIaFbl aKbLIFa KOHBIMIbI MoMijie OailkaaThblH eKiHIMCiHeH yiriHIm
HeHreiire meiiHri JeHreiisep GOJBIN TaOBLIATBIHBIH KOpPCETTi. Byu geHreisiepae Topantapabiy, 33% - Fa jeiiini icTen
mblKKaH kesge daitnmapast 100% kaiita kKaanblHa KeJaTipyre Kenimik Gepisefi,an Topamtapisie, 44% icTeH MbIKKaH
Ke3/Jle aKIapaTThl 2KOFaTy bIKTUMaAbFb! 0,07 Kypaasl. Kenreren cakray opbIHIapBIH HaiJaJIaHy bl Tajall eTeTiH YJIKEH
KOJIeMep YUIiH nepeKTepi 6eJie OTHIPBII, aKIapaTThl HEFYPJILIM ©3€KTi TapaThLIFaH CaKTay, CEHIMIITIKKe KO YKeTKIi3yIiH
6ipmen-6ip oaici ken MopTe pesepsrey koHe perutnkaius (Hadoop FS, ZFS) Gosbin Tabbinarbub 6esrini. CanblcTbipMasIb
ceHIMIITIKTe apTLIKTBIFLL a3 CUMIATTaIraH cakray oaici Big Data »kyitesiepinne KosimaHyra YCBIHBLIAIbI.

TyiiH ce3aep: yJecTipiired cakray, aklapar, Kayilci3ik, JepeKTep KOpbl, ki »keJi

A.2K. Kapun»xaHosa
Espasuuiickuti HayuonaroHoili yrusepcumem umeny J1. H. l'ymunesa, Hyp-Cyaman, Kaszaxcman

TeCTPIpOBaHPIe CUCTEMbI XpaHeHu#da an)opMaunn C IIpUMEHEHUuEeM aJIrTOpuTMOB MHOI‘OMepHOﬁ YEeTHOCTH,
yCTOﬁ‘{I/IBbIX K YaCTUYHBIM IIOTEPsIM MEeCT XpaHeHUusdd

Awnnortanusi: IlpuBonsaTcss naHHBIE TECTUPOBAHUS CHUCTEMBI PACIPEIEICHHOIO XPAHEHUSI C PACIIEIJIEHHEM JaHHBIX
anpoOHPOBAHHON BO BHYTPEHHEH CETH OPraHH3aIUu. OfHUM H3 OCHOBHBIX I[1APAMETPOB TECTHPYEMOI CHCTEMBI
PAaCIIpeIe/IEHHOTO XPAaHEHUs SIBJISIETCS YPOBEHb PACIIEeIlJIEHNs], OTBEYAIONUN 338 Pa3MEPHOCTh YETHOCTU NeHEPUPYEMOil B
poIecce paclieluieHnus. B Xoze TeCTOB, B KOTOPBIX IIOCTEIIEHHO yBEININBAIUCH YPOBHU PACHICIICHN, OBIJIO YCTAHOBIECHO
OIITUMAaJIbHOE 3HAaYEHUE IJId I/IH(i)Opl\A&L{I/IOHHOI‘/’I CeTHu OpraHnu3alnun. C yBe/IUYIEeHUEeM YPOBHA PaCIICIICEHUd U CBSI3AHHOU C
Hell Pa3MEPHOCTBHIO Y€THOCTHU IOBBIMIAETCH YCTONYUBOCTD K HOTEPSIM PACIIENJICHHBIX YacTeil (aiijioB, pacupee/IeHHbIX 110
y3JjaM, yYJaCTBYIOIIUM B XPaHEHUU I/IHd)OprIaLU/II/I. B TO K€ BpeMs C yBeJINYCHHNEM YyPOBHA PACIICIIJICHUSA YBEJINYINBACTCI
u Bpems 00OpabOTKH HMHMOpMAIUU B CHCTeMe. TecTHpoBaHME MOKAa3ajo, YTO HamboJiee ONTUMAJIBLHBIMU yPOBHSIMU
PACIIEIIEH S, SIBJISIFOTCS YPOBHU CO BTOPOIO IO TPETUM, IPU KOTOPBIX HAOJIIONAETCS Pa3yMHBIA KOMIIPOMUCC MEXKLY
HaJIe?KHOCThIO XPAHEHUsI U JIATEHTHOCTHIO cucTeMbl. Ha 3Tux yposusix rapantuposano 100%-Hoe Boccranosienue daitios
npu otkase 10 33% yszsos, a mpu orkazax 44% y3noB BeposTHOCTH ToTepu uHdbopMmanuu cocrasuaa 0,07. Haubonee
AKTyaJIbHO PACIPEIEJIEHHOEe XPaHeHUsl MHQOPMAIMHA C PACIIEIVIEHHEM JaHHBIX Ui OOJBIIUX OOBEMOB, TPEOYIOIIUX
UCIIOJIB30BAHUA MHOXKECTBEHHBIX MECT XpPaHEHUsd, B KOTOPBIX KaK HN3BECTHO, NPaKTHUYECKHU €JUHCTBEHHBIM METOJO0M
JIOCTHKEHUsI HaJIe?KHOCTH sIBJISIETCsI MHOTOKpaTHoe pedepsuposanune n pemmnkaiuu (Hadoop FS, ZFS). OnuncwiBaembrit
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MEeTOJ XpaHeHus, 00JIaJasi MeHbIel H3OBITOYHOCTHIO IPH CPABHHUMON HAJEXKHOCTH MOYKET OBITh DPEKOMEHJIOBAaH K
npuMeHeHHIO B cucreMax Big Data.

KiroueBble cjioBa: paclipesie/ieHHOe XpaHeHue, nHpopMalusi, 6e301acHOCTb, 6a3a JaHHbIX, BHYTPEHHSS CETh.
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«JI.H. T'ymunes arbiugarbl Eypasusi YIITTBIK, YHUBEPCUTETIHIH xabapiibickl. MaTremaTuka.
KowmmbroTepiik reumbiMagap. Mexanuka cepusicbl» >KypHaJIblHA »KibepisteTin >xyMmbIicTapra
KOMBLIATBIH TAJIANTAD

2Kypraa pedaxuyuaco, a8mopaapea ocvl WY CKGYABIKNEH MOABEK MAHICHIN, IHCYDPHANZA MAKAAL O3IPAEY MEH
dativi MAKAAAHBL HCYPHAAQ dicibepy Kedinde 6acwbiivikka aryovt yeonads,. Bya wyckayavk masanmapoiio
OPBIHOAAMAYDL Ci30TH, MAKAAAGHBL30DH, AHCAPUANAGHYDIH KIDTPMED.

1. Asropabiy Ko/KaszbaHbl pefakisra Kibepyl Makaja aBTOpBIHBIH 6Gacein mbrapymsl, JI.H. I'ymuies
aTbIHIaFbl Eypasusi y/ITTBIK YHUBEPCUTETIHE MaKaJaCblH 0acyFa KeJiCiMiH »KoHe Ke3 KeJIeH IIeTesl TiTiHe
ayIapbUIBII KaiiTa OachLTybIHA Kemicimin Olimipesmi.

2. Bacnara (6apJiblk »Kapuslaylibl aBTOPJIAPIBIN KOJI KONBLIFAH Kara3 HYCKACHI YKOHE 3JIEKTPOHJIbI
HYCKACBIH/IQ) YKy PHAJJ(bIH TYIHYCKAJIbI CTUIIbIK dailibiHbIH MiHgeTTi Kosanbicbimer LaTeX Gacna kyitecinme
naipiaganrad Tex- men Pdf-dainbiamars kyMmbicTap yebHBLIAAbL CTuabaik daitiaer bulmathme.enu.kz
JKYPHAJI CAalThIHAH YKYKTEIl ajIyFa OO0JIaIbl.

3. Maxkananbiy, Kejemi 6 6erreH Kem KoHe 18 GeTTeH apThIK OomMaybl Twic. Tajanm jeHreiliHeH acKaH
JKYMBICTAP PEIAKIMSIIBIK, a7IKa OTBIPBICHIHA KAPAJIBIIl, OacIara epeKiie KarIaiaa raHna PpyKcaT eTiIeIl.

4. 2Kywmbicreiy Morini XFTAP (XanblkapaJsblK FBUIBIMA-TEXHUKAJBIK aKIapaT PyOPUKATOPHI) KOJILIHBIH,
KepceTKintiMeH GacTaJblll, KeiliH aBTop(s1ap)/plH, aThl YKOHE Teri, »KYMbIC ODHBIHBIH TOJIBIK aTaybl, KaJachl,
memiekeTi, E-mail-bl, MakaJaHBIH TOJBIK aTaybl, AHHOTAIIUSICHI KOPCETiIemd. Amnnoramus  150-200 ces
KeJjleMiHZle OOJIybl THIC, COHBIMEH KaTap MOTiHIe KypZesi ecenTik dopmysangap 00JMaybl, MaKaJIaHBIH TOJIBIK,
aThl KaliTajgaHbaybl, »KYMBICTBIH MOTiHI MeH ojebuerTep Ti3iMiHme KepceTiseTiH cliremesep GOIMaybl Kepek.
AHHOTAIINST MaKAJIAHBIH E€PEKINEJIKTepiH KOPCETETIH KOHE OHBIH, KyPbUIBIMBIH (Kipicre, ecenTiH KOWBLIBIMBI,
MaKCaTbl, TAPUXBI, 3€PTTEy OSJiCTepi, HOTHXKEIEp XKOHE OJIap/bIH TaIKbLIAyJIapbl, KOPBITHIH/bI) CAKTAHTHIH
MaKaJIaHBIH, KBICKAIIIa, MAa3MYHBI OOJTyBI THIC.

?KypHaaabiy TOTEHITHAIBI ABTOPJIAPHI MaKaIa KYPBLIBIMBI OOMBIHIIIA KeJIeCl TaJanTapbl YCTaHyIaphbl KayKeT:

- MakaJjia MoTiHIH TYCiHY/I KaMTaMacbhl3 €TeTiH KaxKeTTi Oesirijiep MeH aHbIKTaMaJiap;

- MakaJsaia KapacThIPBLIATHIH €CEeNTiH KOWBLITBIMBI;

- KapacToIpbliaTbiH ecen OOMBIHINIA TAPUXU MOJIMETTED - MaKaJa TaKbIPLIObIHA CONKeC OYPBLIH aJIbIHFaH
HOTHUKeJIep KIMMeH »KoHe KAlllaH aJIbIHFaHIBIFBI TyPaJIbl TOJIBIK CijiTeMesiepiMeH OepijiraH akiapar;

- Kes kenren fpuIbIME KYMBICTBIH €H YKayanThl OeJIiri peTiHe MaKaJaHBIH KayKeTTLTr MeH ©3eKTiTiriH
Herizzey;

- Makasaga KOMBLIFaH €Cell IIeNIMiH HAKThl TY2KBbIPBIM/IAY KOHE CHUIIATTAY;

- Bypoia Gesrini MoHMOTIHIHIE MaKaIa HOTHZKECIHIH(HOTHKEIEPIHIH) KAHAJBI?BIH €r2KeH-Ter>KeiIi Herisaey;

- Ecenrrig memimi ToJbIK HerizaeynepMen (piiesgemMenepMen) xKababIKTagybl THiC.

Ocsl Tasanrrap/ibiy, ey 6osiMaraszga Oipeyl cakrajMaraH »Kariaiiga Makaja KapacThIpyFa KadbLIIaHOa b

5. 2KyMBICTBIH MOTIHIHJAE Ke31eceTiH Tab/uIajap MOTIHHIH INIHAE >KeKe HOMIpJIEHIN, MOTIH KeJeMiHJe
cisrremeniep Typinge kepcerinyi kepek. Cyperrep men rpadukrep PS, PDF, TIFF, GIF, JPEG, BMP, PCX
dopMaThIHIAFBI CTAaHIAPTTAPFa cail 601ybl Kepek. Hykresnik cyperrep keneitrriimi 600 dpi kem GoJiMaybl KasKer.
CyperTepin 6apJIbIFbl Ja afiKBIH 9pi HAKTHI OOyl KEPEK.

6. ZKymbIcTa KOJITAHBLIFAH oJeOUeTTeD TEeK JKYMBICTA ClITeMe KacajiFaH TYIHYCKAJIBIK KOPCETKIIIKe cail
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Cinremeni 6epyjie aBTop KoJimanran o1ebuertin 6eTinin HoMIpiH KepceTiei, Kejieci HyCKara CyHeHiHi3 Jypbic:
Tapay/iblH, HoMepi, GesiiMHIH HOMepi, TapMaKThIH HOMepi, TeopaMaHBIH HOMepi (JeMMa, eckepry, pOpMyJIaHbIH
»koHe T.6.) HOMepi Kepcerimemi. Mpicambl: «... Kapaup3 . [3; § 7, memma 6]», «...kapaHp3 [2; 5 Teopamagarbt
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KATeJIKTEP TYBIHIAYbl MYMKIH.
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tion), then followed by the Initials and Surname of the author (s); full name of organization, city, country; E-mail
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cumbersome formulas, the content should not repeat the article title, abstract should not contain references to
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methods, results with its discussion, conclusion.

Potential authors of the journal should adhere to the following rules on the structure of the article point by
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- The necessary notation and definitions to ensure understanding of the text of the article;

- Statement of the problem, the solution of which the article is devoted to;

- Historical information on the statement of the problem - by whom and when the results were obtained that
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5. Tables are included directly in the text of the article; it must be numbered and accompanied by a reference
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preparing an English version of the article.
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IIpaBuiia npeacTaBiieHus1 paboT B »KYPHAJI
"Becmnux Eepa3ulicko2o0 HauuoHarvbHoz20 yrusepcumema umernu JI.H.'ymuaesa.
Cepus Mamemamuxa. Komnwvromepnoie nayku. Mexanuxa"

Pedaxyus otrcyprana npocum aemopos 03HAKOMUMBCA C NPAGUAGMU U NPUIEPHCUBAMBCA UT NPU NO020MOBKe
pabom, HANPaBAAEMBT 6 oicypHan. OmKsOHEHUE OM YCMAHOBAECHHDIT MPABUA 3A0EPIAHCUBLEM NYOAUKAUUIO
cmamovu.

1. OrnpasiieHne cTaTbi B pEJIaKIHIO O3HAYAET coriacue aBTopa (aBTopoB) Ha npaso Vzxaresns, Espasuiickoro
HaIMOHaJIbHOTO yHuBepcuTera nMmenn JI.H. I'ymuieBa, usmanus craTbu B KypHAJE U MEPEU3IaHNUsT UX HA JIFOOOM
MHOCTPAHHOM SI3bIKE.

2. B pegakuuio (B 6yMarKHOM BHJe, MOJIIMCAHHOM BCEMU aBTOPAMHU U B SJIEKTPOHHOM BHJIE) IPECTABIISIOTCS
Tex- u Pdf-caitier paboTsl, moATroTOB/IEHHBIE B n31aTe1bCKOM cucTeMme LaTeX, ¢ 06s13aTeIbHBIM UCIIOIB30BAHUEM
OPUTHHAJBLHOTO CTUIEeBOro daitma xypuama. CrumeBoit daitil MOXKHO CKadaThb CcO caifiTa KypHana bul-
mathmec.enu.kz.

3. OGbeMm craTby He JOJIPKEH HpeBblnarh 18 crpanun (or 6 crpanni). PaGoTsl, IpeBbIIAIOIME yKA3AHHBII
00 beM, MPUHUMAIOTCS K IMIyOJIMKAIINN B HCKIIOYATEIbHBIX CIydasax 1Mo ocobomy permtennio Pegkosuternu xKypHasa.

4. Tekcr paborsl HaunHaeTcs ¢ pybpukaropa MPHTU (MexayHapoaHblil py6puKaTop HayIHO-TEXHUYECKO
nadopManyn), 3aTeM CJIeAyI0T HHUNUAIbL 1 dhaMuinst aBTopa(oB), OJIHOE HAMMEHOBAHUEe OPraHU3aliy, FOPOJ,
crpana, E-mail asropa(os), 3armaBue cratbu, anHoTanms. AHHOTAIMs JOJKHA cocToaTh u3 150-250 cios, He
JIOJKHA COJIEPYKATH IPOMO3IKMe (POPMYJIBL, II0 COAEPKAHUIO HE JOJI?KHA [TOBTOPSITH HA3BAHUE CTATHU, HE JOJIKHA
COJIEpKATh CCBLIKM Ha TEKCT pabOThI M CIMCOK JINTEPATYPHI, JOJIXKHA OBITH KPATKUM U3JIOXKEHUEM COJIEPIKAHUS
CTaThU, OTPaXkas eé 0COOEHHOCTH U COXPAHATH CTPYKTYPY CTaTbU - BBEJIEHUE, TIOCTAHOBKA 331291, [1€JI1, UCTOPUSI,
METO/IbI MCCJIEOBaHNsI, PE3YJILTATHI C UX OOCYK/IEHUEM, 3aKJII0UE€HUE, BBIBOJBL.

TlorenmnuanpHbIE ABTOPHI *KYPHAJIA JOJZKHBI TIOIMMYHKTHO C 3ar0JIOBKAMU MIPHUIEPYKUBATHCS CJIEIYIONINX TPABUIT
[0 CTPYKTYPE CTATHU:

- Heobxonumble 0603Hau€eHNsI U ONIPEJIeJIeHNs JjIsi 00eCIeYeH sl IOHUMAHUs TeKCTa, CTaThU;

- ITocTranoBKa 3ajatu, PEIIEHUIO KOTOPOI MOCBSIIIEHA CTAThS;

- Ucropuueckue cBejeHMs 1O IIOCTAHOBKE 3aJadd - KEM U KOTJA ObUIN IIOJYyYEHbl PEe3yJIbTAThI,
[IPEJIIIECTBYIONINE TeMe CTATHU C COOTBETCTBYIONUMU IIOJTHBIMY CCHLIKAMU;

- ObocHoBaHME HEOOXOAUMOCTH W aKTYAJHLHOCTH 3aJ[a9d CTATHHU, KAK CaMasi OTBETCTBEHHAsI 9aCTb JIIOOOi
Hay4IHOI pabOTHI;

- Tounast OpMyJIMPOBKaA ¥ ONKCAHKE IIPEJICTABICHHOIO B CTAThe PENIEHHs [TOCTABJICHHON 3a/1a4M;

- ITonpo6uoe o6ocHOBaHNE HOBU3HBI PE3yabTaTa(OB) CTATHA B KOHTEKCTE PAHEE U3BECTHOTO;

- Pemenne 3ana9um 10/12KHO 6bITH CHAGXKEHO MOAPOOHBIMU OGOCHOBAHUSAMU (J[OKA3ATEIHCTBAMM).

IIpu HecobmromeHN XOTsT OBl OJJHOTO M3 3TUX TPEOOBAHUIN CTATHS HE MPUHUMAETCS K PACCMOTPEHUIO.

5. Tabaumpbl BKIIOYAIOTCS HEMOCPEICTBEHHO B TEKCT pabOTBI, OHU JOJKHBI OBITH MTPOHYMEPOBAHBI U
COIIPOBOXK/IATHCS CCHLIKON Ha HUX B TeKCTe paboThl. Pucynku, rpaduku JOJKHBI ObITH [IPEICTABJIEHDI B OJIHOM U3
crangaptabix popmaros: PS, PDF, TIFF, GIF, JPEG, BMP, PCX. Toueuynble pucyHKu HEOOGXOIMMO BBITIOTHSITH
¢ paspemrenneM 600 dpi. Ha pucyHkax mosiKHBI OBITH sICHO TIEPEIAHBI BCE IETAJIN.

6. Cnucok JuTepaTypbl JOJKEH COIEPXKATH TOJBKO T€ HCTOYHMKA (IIPOHYMEPOBAHHBIE B IOPSAIKE
[UTUPOBAHUS WM B IIOPsIJIKE aHIVIMACKOro asdaBuTa), Ha KOTOPbIE UMEIOTCs CChIIKU B TeKcTe paborsl. Cehblikn
Ha, HEOMyOJIMKOBaHHBIE pabOTHI, PE3Y/IbTATHl KOTOPHIX UCIOJB3YIOTCS B JOKA3aTEIbCTBAX, HE JTOMYCKAIOTCS.

ABropam pekomeHiyeTcsi Tpu 0POPMIIEHUH CCHLIJIOK UCKJIIOYUTh YIOMUHAHUE CTPAHUI] U PYKOBOJCTBOBATHCS
cllefyomuM  MabJOHOM:  HOMep IVIaBbl, HoMep mnaparpada, HOMep IYHKTa, HOMEp TeopeMbl (JeMMBI,
YTBEPK/ICHUsI, 3aMEIaHus K TeopeMe U T.I.), Homep dbopmyasr. Hampmmep, "...; cm. [3; § 7, memma 6]"; "...,
cM. [2; 3ameuanue K Teopeme 5|". B mpormBHOM ciiydae IpU IOAIOTOBKE AHIVION3BITHONW BEPCUHM CTATHU MOTYT
BO3HUKHYTBH HEBEPHBIE CCBHIIKHU.
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7. Ilocse cuucka simrepaTypbl, HEOOXOAUMO yKa3arTh Ooubsmorpaduyeckre JaHHbIe HA PYCCKOM M AHIVIUHACKOM
sa3bIKax (ecam crarbsa OOPMIIEHA HA KA3aXCKOM sI3BIKE), Ha KA3aXCKOM WM AHTJIMHCKOM S3bIKaX (€CJU CTaThs
odopMIIeHA HA PYCCKOM $I3BIKE) W HA PYCCKOM M KA3aXCKOM s3bIKax (ecsm cTaTbs oopMIIeHA HA AHIIAHCKOM
S3BIKE). 3aTeM NIPUBOAUTCS KOMOWHAIMS AHIVIOA3BIYHON M TPAHCJIUTEPUPOBAHHON YACTEN CIHCKA JINTEPATYDPDI
W CBEJICHWs 110 KaXKJIOMy M3 aBTOpOB (Hay9HOEe 3BaHuWe, CIIyKeOHbIH anpec, TenedoH, e-mail - Ha KazaxckoMm,
DPYCCKOM M QHIJIMICKOM SI3BIKAX).

8. Adpec pedaxyuu: 010008, Kazsaxcran, r. Hyp-Cynran, ya. Carmnaesa, 2, Espasuiickuil HanmoHaIbHBIM
yausepcuter uvern JI.H.Tymmiesa, yaebHO-aIMAHEACTPATHBHBIN Kopryc, kab. 402. Tem: (7172) 709-500 (BH.
31-428). E-mail: vest math@enu.kz. Caitr: bulmathme.enu.kz.
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